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Claims: , 

1. A method of logging events relating to a remotely managed device in a 
computer-based coinmunications system, the method comprising: 

a) signing, at a collector entity that collects event logs from the device, 
an Acknowledgement Block (AB); and 

b) making the AB available to the device. 

2. The method as defined in claim 1 wherein the collector item is a 
collector /management entity that also remotely manages the device. 

3. The method as defined in claim 2 wherein the AB represents an 
authenticated acknowledgement of the event logs that have been received. 

4. The method as defined in claim 3 wherein the AB is signed, 
periodically, by the collector /management entity. 

5. The method as defined in claim 4 wherein the period of the signing is 
based on a time interval between log event received by the 
collector/management entity. 

6. The method as defined in claim 4 wherein the period of the signing is 
based on the number of log events received by the collector /management 
entity. 

7. The method as defined in claim 3 wherein responsive to an event log 
having been received correctly, the AB contains one or more of: a last 
correctly received Syslog signature block; a last correctly received Syslog 
message since the last correctly received Syslog signature block; or a bitmap 
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of all correctly received packets since the last correctly received Syslog 
message. 

8. The method as defined in claim 7 wherein the AB includes a signature. 

9. The method as defined in claim 3 wherein, responsive to an event log 
not being received correctly, only one AB is sent to the 

collector /management entity, the AB containing a Syslog Signature Block 
number of the event log that had not been correctly received. 

10. The method as defined in claim 9 wherein the event log has not been 
correctly received if the signature does not match. 

11. The method as defined in claim 3 wherein, responsive to an event log 
not being received correctly, the device continues to send the 

collector /management entity event logs and stores all unconfirmed event 
logs. 

12. The method as defined in claim 3 wherein, responsive to the device 
receiving an AB indicating an event log was not correctly received by the 
collector /management entity, the device resends the stored unconfirmed 
event log. 

13. The method as defined in claim 3 wherein the device sends an initial 
message to the collector /management entity indicating that the device is 
capable of accepting an AB. 

14. An apparatus for logging events relating to a remotely managed device 
in a computer-based communications system, comprising: means at a 
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collector entity that collects event logs from the device, to generate an 
Acknowledgement Block (AB) and to make the AB available to the device. 

15. The apparatus as defined in claim 14 wherein the collector item is a 
collector/management entity that also remotely manages the device. 

16. The apparatus as defined in claim 15 wherein the AB represents an 
authenticated acknowledgement of event logs that have been received by the 
collector/management entity. 

17. The apparatus as defined in claim 15 wherein the AB is signed, 
periodically, by the collector/management entity. 

18. The apparatus as defined in claim 15 wherein the period of the signing 
is based on a time interval between log event received by the 

collector /management entity. 

19. The apparatus as defined in claim 15 wherein the period of the signing 
is based on the number of log events received by the collector/management 
entity. 

20. The apparatus as defined in claim 14 wherein responsive to an event 
log having been received correctly, the AB signed by the management entity 
contains one ore more of: a last correctly received Syslog signature block; a 
last correctly received Syslog message since the last correctly received Syslog 
signature block; or a bitmap of all correctly received packets since the last 
correctly received Syslog message. 
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21. The apparatus as defined in claim 20 wherein the AB also includes a 
signature. 

22. The apparatus as defined in claim 15 wherein the device sends an 
initial message to the collector/management entity indicating that the device 
is capable of accepting an AB. 



